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Disclaimer

The data, examples and diagrams in this manual are included solely for the concept or
product description and are not to be deemed as a statement of guaranteed properties.
All persons responsible for applying the equipment addressed in this manual must
satisfy themselves that each intended application is suitable and acceptable, including
that any applicable safety or other operational requirements are complied with. In
particular, any risks in applications where a system failure and/or product failure
would create a risk for harm to property or persons (including but not limited to
personal injuries or death) shall be the sole responsibility of the person or entity
applying the equipment, and those so responsible are hereby requested to ensure that
all measures are taken to exclude or mitigate such risks.

This product has been designed to be connected and communicate data and
information via a network interface which should be connected to a secure network.
It is the sole responsibility of the person or entity responsible for network
administration to ensure a secure connection to the network and to take the necessary
measures (such as, but not limited to, installation of firewalls, application of
authentication measures, encryption of data, installation of anti virus programs, etc.)
to protect the product and the network, its system and interface included, against any
kind of security breaches, unauthorized access, interference, intrusion, leakage and/or
theft of data or information. ABB is not liable for any such damages and/or losses.

This document has been carefully checked by ABB but deviations cannot be
completely ruled out. In case any errors are detected, the reader is kindly requested to
notify the manufacturer. Other than under explicit contractual commitments, in no
event shall ABB be responsible or liable for any loss or damage resulting from the use
of this manual or the application of the equipment. In case of discrepancies between
the English and any other language version, the wording of the English version shall
prevail.



Conformity

This product complies with the directive of the Council of the European Communities
on the approximation of the laws of the Member States relating to electromagnetic
compatibility (EMC Directive 2014/30/EU) and concerning electrical equipment for
use within specified voltage limits (Low-voltage directive 2014/35/EU). This
conformity is the result of tests conducted by the third party testing laboratory Intertek
in accordance with the product standard EN 60255-26 for the EMC directive, and with
the product standards EN 60255-1 and EN 60255-27 for the low voltage directive. The
product is designed in accordance with the international standards of the IEC 60255
series.
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Section 1 Introduction

1.1 This manual

The cyber security deployment guideline describes the process for handling cyber
security when communicating with the protection relay. The cyber security
deployment guideline provides information on how to secure the system on which the
protection relay is installed. The guideline can be used as a technical reference during
the engineering phase, installation and commissioning phase, and during normal
service.

1.2 Intended audience

This guideline is intended for the system engineering, commissioning, operation and
maintenance personnel handling cybersecurity during the product lifecycle.

The personnel is expected to have general knowledge about topics related to
cybersecurity.

• Protection and control devices, gateways and workstations
• Networking, including Ethernet and TCP/IP with its concept of ports and services
• Security policies
• Firewalls
• Antivirus protection
• Application whitelisting
• Secure remote communication
• Public key infrastructure (PKI)
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1.3 Product documentation

1.3.1 Product documentation set
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Figure 1: The intended use of documents during the product life cycle

1.3.2 Document revision history
Document revision/date Product connectivity level History
A/2018-12-14 PCL1 First release

B/2020-02-13 PCL2 Content updated to correspond to the
product connectivity level

1.3.3 Related documentation

Download the latest documents from the ABB Web site
www.abb.com/mediumvoltage.

Section 1 1MRS759122 B
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1.4 Symbols and conventions

1.4.1 Symbols

The caution icon indicates important information or warning related
to the concept discussed in the text. It might indicate the presence of
a hazard which could result in corruption of software or damage to
equipment or property.

The information icon alerts the reader of important facts and
conditions.

The tip icon indicates advice on, for example, how to design your
project or how to use a certain function.

Although warning hazards are related to personal injury, it is necessary to understand
that under certain operational conditions, operation of damaged equipment may result
in degraded process performance leading to personal injury or death. Therefore,
comply fully with all warning and caution notices.

1.4.2 Document conventions

A particular convention may not be used in this manual.

• Abbreviations and acronyms are spelled out in the glossary. The glossary also
contains definitions of important terms.

• Menu paths are presented in bold.
Select Main menu/Settings.

• Parameter names are shown in italics.
The function can be enabled and disabled with the Operation setting.

• Parameter values are indicated with quotation marks.
The corresponding parameter values are "On" and "Off".

• Input/output messages and monitored data names are shown in Courier font.
When the function starts, the START output is set to TRUE.

• This document assumes that the parameter setting visibility is "Advanced".

1MRS759122 B Section 1
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Section 2 Security in distribution automation

2.1 General security in distribution automation

Technological advancements and breakthroughs have caused a significant evolution
in the electric power grid. As a result, the emerging “smart grid” and “Internet of
Things” are quickly becoming a reality. At the heart of these intelligent advancements
are specialized IT systems – various control and automation solutions such as
distribution automation systems. To provide end users with comprehensive real-time
information, enabling higher reliability and greater control, automation systems have
become ever more interconnected. To combat the increased risks associated with
these interconnections, ABB offers a wide range of cyber security products and
solutions for automation systems and critical infrastructure.

The new generation of automation systems uses open standards such as DNP3 and
IEC 61850 and commercial technologies, in particular Ethernet and TCP/IP based
communication protocols. They also enable connectivity to external networks, such as
office intranet systems and the Internet. These changes in technology, including the
adoption of open IT standards, have brought huge benefits from an operational
perspective, but they have also introduced cyber security concerns previously known
only to office or enterprise IT systems.

To counter cyber security risks, open IT standards are equipped with cyber security
mechanisms. These mechanisms, developed in a large number of enterprise
environments, are proven technologies. They enable the design, development and
continuous improvement of cyber security solutions for control systems, including
distribution automation applications.

ABB understands the importance of cyber security and its role in advancing the
security of distribution networks. A customer investing in new ABB technologies can
rely on system solutions where reliability and security have the highest priority.

At ABB, we are addressing cyber security requirements on a system level as well as
on a product level to support cyber security standards or recommendations from
organizations such as NERC CIP, IEC 62351, IEC 62443, IEEE 1686, ENISA and
BDEW Whitepaper.

Reporting of vulnerability or cyber security issues related to any ABB product can be
done via cybersecurity@ch.abb.com.

1MRS759122 B Section 2
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Section 3 Secure system setup

3.1 Basic system hardening rules

Today's distribution automation systems are basically specialized IT systems.
Therefore, several rules of hardening an automation system apply to these systems,
too. Protection and control relays are from the automation system perspective on the
lowest level and closest to the actual primary process. It is important to apply defense-
in-depth information assurance concept where each layer in the system is capable of
protecting the automation system and therefore protection and control relays are also
part of this concept. The following should be taken into consideration when planning
the system protection.

• Recognizing and familiarizing all parts of the system and the system's
communication links

• Removing all unnecessary communication links in the system
• Rating the security level of remaining connections and improving with applicable

methods
• Hardening the system by removing or deactivating all unused processes,

communication ports and services
• Checking that the whole system has backups available from all applicable parts
• Collecting and storing backups of the system components and keeping those up-

to-date
• Removing all unnecessary user accounts
• Defining password policies
• Changing default passwords and using strong passwords
• Checking that the link from substation to upper level system uses strong

encryption and authentication
• Segregating public network (untrusted) from automation networks (trusted)
• Segmenting traffic and networks
• Using firewalls and demilitarized zones
• Assessing the system periodically
• Using malware protection in workstations and keeping those up-to-date

It is important to utilize the defence-in-depth concept when designing automation
system security. It is not recommended to connect a device directly to the Internet
without adequate additional security components. The different layers and interfaces
in the system should use security controls. Robust security means, besides product
features, enabling and using the available features and also enforcing their use by
company policies. Adequate training is also needed for the personnel accessing and
using the system.

1MRS759122 B Section 3
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Figure 2: Distribution substation example

3.2 Relay communication interfaces

All ports dedicated to station bus communication can be opened and closed when
configuring the relay. The HMI port must not be connected to any Ethernet network.

Table 1: Physical ports on the relay's communication cards

Port Type Description
X0 RJ-45 HMI

X1 RJ-45 or LC Ethernet (LAN A)

X2 RJ-45 or LC Ethernet (LAN B)

X3 RJ-45 or LC Ethernet (Interlink)

X6 SFP – LC Protection communication

X7 FO – ST Serial communication

X8 TP1) Serial communication/IRIG-B

1) 2- or 4-wire twisted pair

Section 3 1MRS759122 B
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All protocol services, except for IEC 61850, FTP/FTPS and HTTPS, are by default off
and do not respond to any protocol requests in the serial or Ethernet ports. IEC 61850,
the FTP/FTPS protocol and the rear Ethernet ports are by default activated as those are
used for engineering of the protection relay. The HMI port is segregated from the
station bus communication.

3.3 TCP/IP-based protocols and used IP ports

The IP port security depends on the specific installation, requirements and existing
infrastructure. The required external equipment can be separate devices or devices
that combine firewall, router and secure VPN functionality. When the network is
divided into security zones, it is done with substation devices having firewall
functionality or with dedicated firewall products. Security zone boundaries are inside
the substation or between the substation and the outside world.

The relay supports an option with multiple station communication Ethernet ports. The
relay responds to the ICMP Echo request (ping).

To set up an IP firewall, the following table summarizes the IP ports used by the
device. All closed ports can be opened in the configuration. The ports which are by
default open are used for configuring the protection relay.

Table 2: IP ports used by the relay

Port number Type Default state Description
21 TCP Open Explicit FTP over TLS

22 TCP Open SSH (LHMI only)

102 TCP Open IEC 61850

443 TCP Open Web server HTTPS

123 UDP Client service not
active by default in
relay

SNTP

502 TCP Closed Modbus TCP

2404 TCP Closed IEC 60870-5-104 TCP

20000 TCP Closed DNP3 TCP

20000 UDP Closed DNP3 UDP

1468 TCP Closed CAL

514 UDP Closed CAL

49220...49235 TCP Closed Ports open on demand
for data transfer when
FTP PASV command is
given

FTP and IEC 61850 are primary services needed for the relay configuration.
Additionally, the protection relay uses layer 2 communications in GOOSE, SMV,

1MRS759122 B Section 3
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IEEE 1588 (PTP) and HSR/PRP supervision services, which needs to be taken into
account when designing the network.

In addition to the HTTPS and FTPS protocols, the relay supports four Ethernet-based
substation automation communication protocols: IEC 61850, Modbus, DNP3 and
IEC 60870-5-104.

IEC 61850 is always supported, and the relay can be ordered with one additional
station bus protocol. Additional protocols must be enabled in the configuration,
otherwise the port used by the communication protocols TCP and UDP is closed and
unavailable. If the protocol service is configured, the corresponding port is open all the
time. In Modbus, DNP3 and IEC 60870-5-104 it is possible to assign the TCP or UDP
port number if required and allow connection requests only from a configured client
IP address.

See the technical manual and the corresponding protocol documentation to configure
a certain communication protocol.

3.3.1 Ethernet ports

The protection relay supports up to three Ethernet ports at station level depending on
the capability of the protection relay and the COM modules in use. These ports
provide access to the Ethernet-based protocols supported by the relay such as FTP,
FTPS, HTTPS, MMS, Modbus, DNP3 and IEC 60870-5-104.

• Port mode X1: On/Off (On by default)
• Port mode X2: On/Off (On by default – redundant)
• Port mode X3: On/Off (On by default – also known as interlink port)

These appear as parameters under Configuration/Communication/Ethernet. In
addition, there is an HMI port which has its own IP address and subnet.

The protection relay allows the use of a secondary IP address for the station ports on
the communication modules COM1001...COM1003. This secondary IP network is
assigned to a single Ethernet port and can be used to make separate networks for
different communication protocols or, for example, a separate service network for
configuration purposes. Multicast station/bus communication, such as IEC 61850-9-2
LE sampled values and GOOSE, is only supported on the Network 1 interface. The
parameters for setting the secondary IP network are located under Configuration/
Communication/Ethernet/Network 2 address.

Section 3 1MRS759122 B
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Table 3: Secondary IP address parameters

Parameter Options Description
Configuration/Communication/
Ethernet/Network 2 address/
Enable

False (default) Network 2 disabled

TRUE Network 2 enabled

Configuration/Communication/
Ethernet/Network 2 address/IP
address

0.0.0.0 IP address for Network 2

Configuration/Communication/
Ethernet/Network 2 address/IP
address

0.0.0.0 Subnet address for Network 2

Configuration/Communication/
Ethernet/Network 2
address/MAC address

xx-xx-xx-xx-xx-xx MAC address for Network 2

The IP address for Network 2 is disabled by default settings, and all Ethernet ports are
assigned to the same IP address used in the Network 1 address menu Configuration/
Communication/Ethernet/Network 1. If Network 2 is taken into use by the setting
Enable="True" (requires reboot), the interlink port X3 of the COM module is assigned
to this second network, using the IP address and subnet parameters in the Network 2
address menu Configuration/Communication/Ethernet/Network 2 address.

If the Network 2 interface is enabled, PTP time synchronization and
SMV/GOOSE multicast are disabled for that port.

1MRS759122 B Section 3
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Figure 3: Ethernet modes with Network 1 and Network 2

1 Network 1

2 Network 1/Network 2

3.3.2 Protocol control

It is possible to allow or block different protocols for different network interfaces in
the protection relay using the parameters in Configuration/Communication/
Protocols/Network1, Configuration/Communication/Protocols/Network2 and
Configuration/Communication/Protocols/HMI Port.

Section 3 1MRS759122 B
Secure system setup

14 REX640
Cyber Security Deployment Guideline



All protocols are allowed for each network by default, and can be separately disabled.

Table 4: Protocol control in the protection relay

Parameter Options Description
Configuration/Communication/
Protocols/Network1/FTP

Off Denies FTP and FTPS

On Allows FTP and FTPS

Secure (Default) Allows FTPS only

Configuration/Communication/
Protocols/Network2/FTP

Off Denies FTP and FTPS

On Allows FTP and FTPS

Secure (Default) Allows FTPS only

Configuration/Communication/
Protocols/HMI Port/FTP

Off Denies FTP and FTPS

On Allows FTP and FTPS

Secure (Default) Allows FTPS only

Configuration/Communication/
Protocols/Network1/HTTPS

Off Denies HTTPS

On (Default) Allows HTTPS

Configuration/Communication/
Protocols/Network2/HTTPS

Off Denies HTTPS

On (Default) Allows HTTPS

Configuration/Communication/
Protocols/Network1/MMS

Off Denies IEC 61850 MMS

On (Default) Allows IEC 61850 MMS

Configuration/Communication/
Protocols/Network2/MMS

Off Denies IEC 61850 MMS

On (Default) Allows IEC 61850 MMS

Configuration/Communication/
Protocols/HMI Port/MMS

Off Denies IEC 61850 MMS

On (Default) Allows IEC 61850 MMS

Configuration/Communication/
Protocols/Network1/DNP

Off Denies DNP3

On (Default) Allows DNP3

Configuration/Communication/
Protocols/Network2/DNP

Off Denies DNP3

On (Default) Allows DNP3

Configuration/Communication/
Protocols/Network1/Modbus

Off Denies Modbus

On (Default) Allows Modbus

Configuration/Communication/
Protocols/Network2/Modbus

Off Denies Modbus

On (Default) Allows Modbus

Configuration/Communication/
Protocols/Network1/
IEC-60870-5-104

Off Denies IEC 60870-5-104

On (Default) Allows IEC 60870-5-104

Configuration/Communication/
Protocols/Network2/
IEC-60870-5-104

Off Denies IEC 60870-5-104

On (Default) Allows IEC 60870-5-104

PCM600 is one of the FTP clients which can be connected to the
protection relay for configuration. By default, PCM600 uses FTPS
when connecting to the protection relay.

1MRS759122 B Section 3
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The SSH protocol on the LHMI cannot be disabled.

3.3.3 Protocol write access rights

Write access rights are configurable for FTP, MMS, and HTTPS protocols in
Configuration/Authorization. The write access parameters are used to narrow down
services that allow setting changes on different network interfaces. Disabling the FTP
and IEC 61850 MMS write access on Network 1 and 2 prevents the user from updating
the configuration to the protection relay from PCM600. Disabling the HTTPS write
access prevents the user from writing setting changes from WHMI.

Table 5: Protocol write access in the protection relay

Parameter Options Description
Configuration/Authorization/
Network1/FTP write access

Off FTP write access denied for
Network 1

On (Default) FTP write access allowed for
Network 1

Configuration/Authorization/
Network1/MMS write access

Off IEC 61850 MMS write access
denied for Network 1

On (Default) IEC 61850 MMS write access
allowed for Network 1

Configuration/Authorization/
Network1/HTTPS write access

Off HTTPS write access denied for
Network 1

On (Default) HTTPS write access allowed for
Network 1

Configuration/Authorization/
Network2/FTP write access

Off FTP write access denied for
Network 2

On (Default) FTP write access allowed for
Network 2

Configuration/Authorization/
Network2/MMS write access

Off IEC 61850 MMS write access
denied for Network 2

On (Default) IEC 61850 MMS write access
allowed for Network 2

Configuration/Authorization/
Network2/HTTPS write access

Off HTTPS write access denied for
Network 2

On (Default) HTTPS write access allowed for
Network 2

Configuration/
Authorization/HMI/FTP write
access

Off FTP write access denied for the
HMI port

On (Default) FTP write access allowed for the
HMI port

Configuration/
Authorization/HMI/MMS write
access

Off IEC 61850 MMS write access
denied for the HMI port

On (Default) IEC 61850 MMS write access
allowed for the HMI port

Section 3 1MRS759122 B
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3.3.4 Ethernet filter and rate limiter

The protection relay offers a bandwidth rate limiting functionality to limit the
Ethernet/TCP network traffic. The main purpose for these features is the possibility to
divide network segments for different multicast frame types and also limit network
congestion and traffic towards the protection relay processing during network attacks
(such as a Denial of Service attack) or network configuration issues.

3.3.4.1 Ethernet filter functionality

As a basic rule for network security configuration, the protection relay offers a port
Enabled/Disabled parameter for each Ethernet port. Unused Ethernet ports should be
set to the "Disabled" mode. For the active ports, the protection relay has a filtering
functionality that can be used to select the traffic forwarded trough different ports.
These filters are settable per Ethernet port and they offer the possibility to filter out
GOOSE and IEC 61850-9-2 sampled values multicast traffic. An exception to this is
the Network2 interface. If enabled, the Network2 interface filters out GOOSE and
IEC 61850-9-2 sampled values automatically. The filtering parameter is defined in
Ethernet ports menu. For example, for port X1 the filter mode is set via
Configuration/Communication/Ethernet/Filter/Filter mode X1.

Table 6: Filter mode parameter for port X1

Parameter Values (Range) Unit Step Default Description
Filter mode X1 0=OFF

1=SMV
2=GOOSE
3=GOOSE
and SMV

enum  0=OFF Filter out
selected
message
types

The default setting "OFF" means that all network traffic passes through the port.
Values "1"..."3" specify the type of traffic filtered out for the port in both incoming and
outgoing directions. For example, the setting "1" means that no IEC 61850-9-2
sampled values multicast is sent out to the port nor is incoming SV traffic allowed in.

In normal switch mode, the port filtering mode is defined by the port Filter parameter.
If the protection relay is in the redundancy HSR or PRP mode, the filtering setting is
common for both redundant (LAN A and LAN B) ports, and thus the common value
comes from the Redundancy parameter via Configuration/Communication/
Ethernet/Filter/Filter mode A_B.

Table 7: Filter mode A_B parameter

Parameter Values (Range) Unit Step Default Description
Filter mode
A_B

0=OFF
1=SMV
2=GOOSE
3=GOOSE
and SMV

enum  0=OFF Filter out
selected
message
types

1MRS759122 B Section 3
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The port filtering can be used, for example, in the following cases.

• If a dedicated interlink is needed, for example, for RIO600 and the IEC 61850-9-2
sampled values are not required to flow into the RIO600 device. This can be
achieved by setting the filter mode of the port facing towards RIO600 to "1" so
that the link between the protection relay and RIO600 forwards GOOSE
multicast only. The same principle can be applied to other network links also
when IEC 61850-9-2 sampled values are not required.

• If a dedicated process bus is needed for the system, the Ethernet ports reserved for
other TCP traffic can use filtering mode "1" to filter out the IEC 61850-9-2
sampled values for rest of the network. This requires a dedicated and physically
separated process bus LAN.

3.3.4.2 Ethernet rate limiter

Ethernet traffic bandwidth rates can be limited according to the port by utilizing the
Ethernet rate limiter feature. This feature can be used to limit specific types of traffic
from the reaching relay main processor and other parts of the network during
abnormal network conditions. The rate limiter parameters are found in the
Communications menu and set as Megabits per second. For example, for port X1 the
rate limiter parameter is set via Configuration/Communication/Ethernet/Rate
Limiter.

Table 8: Ethernet rate limiter parameters

Parameter Values (Range) Unit Step Default Description
Goose rate
Limit X1

0.512…
90.000

Mbps 0.016 10 GOOSE rate
limit (Mbps)
for port X1

SMV rate Limit
X1

0.512…
90.000

Mbps 0.016 70 Multicast
sampled value
rate limit
(Mbps) for port
X1

Def. rate Limit
X1

0.512…
90.000

Mbps 0.016 8 Default rate
limit (Mbps)
for port X1

The rate limiter functionality for external ports is set off by default. Functionality can
be enabled via Configuration/Communication/Ethernet/Rate limiter/Rate Limit
ctrl.

Table 9: Rate limit control for the external port

Parameter Values (Range) Unit Step Default Description
Rate limit ctrl FALSE=OFF

TRUE=ON
  FALSE=OFF Rate limit

control

Section 3 1MRS759122 B
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The rate limiter controls the inbound network traffic by internal traffic policers that are
settable as maximum bandwidth per frame type. The most common multicast frame
types have limits that can be set according to the system bandwidth requirements. The
GOOSE rate limit polices all incoming frames with GOOSE destination MAC
addresses and drops out the frames exceeding the set bandwidth. The SMV rate limit
does the same for all the incoming IEC 61850-9-2 sampled values multicast frames.
The default rate limit can be used to control the rest of the unclassified traffic such as
network broadcast messages.

In addition to the settable limits, the protection relay has internal non-configurable
limits set for Unicast (1 Mbps) and 1588 (1 Mbps) time synchronization frames. These
limits are pre-set rational limits based on the estimated maximum requirements for the
message type.

Rate limiter diagnostics show the amount of policer activation detections for each
Ethernet port. Instead of showing the amount of frames, the number indicates how
many times the protection relay has detected policer activation over periodical
polling. There is also an alarm signal available for each frame type. The alarm is set
TRUE for several seconds if a specific frame type exceeds the set limit Mbps value.
For example, for port X1 the rate limiter diagnostics are available via Monitoring/
Communication/Ethernet/Diagnostics/X1.

Table 10: Rate limiter diagnostics

Parameter Values (Range) Unit Step Default Description
Reset
counters

FALSE
TRUE
(=RESET)

Boolean  FALSE Resets
counters

GOOSE limit
count

0...1000000  1 0 GOOSE rate
limit exceed
count

SMV limit
count

0...1000000  1 0 Multicast
sampled value
rate limit
exceed count

Ucast limit
count

0...1000000  1 0 Unicast rate
limit exceed
count

Def. limit
count

0...1000000  1 0 Default rate
limit exceed
count

GOOSE limit
alarm

FALSE
TRUE
(=ALARM)

Boolean  FALSE GOOSE rate
limit exceed
alarm

SMV limit
alarm

FALSE
TRUE
(=ALARM)

Boolean  FALSE Multicast
sampled
values rate
limit alarm

Ucast limit
alarm

FALSE
TRUE
(=ALARM)

Boolean  FALSE Unicast rate
limit exceed
alarm

Def. limit
alarm

FALSE
TRUE
(=ALARM)

Boolean  FALSE Default rate
limit exceed
alarm
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In addition to the external rate limits, there are also several default internal limits
within the protection relay to reduce any unwanted traffic towards the processor.
These limits are always enabled and they should not be exceeded during normal
operation.

Set the bandwidth limit settings to provide some limits for the system
needs. It is advisable to leave some gap between the set limit and the
actual network utilization to allow any small temporary peaks in
traffic. For example, the limit could be set to 5 times the “base network
load bandwidth” per frame type.

The Ethernet rate limiter can be used, for example, in the following cases.

• Blocking and mitigating any kind of network cyber attack directed towards the
protection relays such as flooding of network with different types of broadcast
and multicast frames

• Blocking and mitigating any kind of network abnormalities such as flooding of
multicast or broadcast frames during network configuration errors or topology re-
configuration

Denial of Service detection
Abnormal network conditions in form of exceeded rate limiter conditions are
monitored internally by the DoS detection functionality. The protection relay has two
signals to detect these conditions.

• DoS_WARNING
• DoS_ALARM

The signals are also available in Application Configuration as the GSAL function
block.

GUID-0A4A55B1-3FF4-4859-8B11-26E0B4B888AB V1 EN

Figure 4: Function block

The DoS_WARNING signal is activated (set to TRUE) if the protection relay's internal
frame rate limiters detect an overflow and thus abnormally large amount of Ethernet
traffic. The warning signal stays TRUE as long as the internal limits stay exceeded.

The DoS_ALARM signal is activated when the DoS_WARNING signal has been set for
over 2 seconds. In practice, this means that the abnormal network condition has lasted
for a while and not returned to normal in a short period of time.

An Admin log security event is generated by the DoS_ALARM signal.
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3.4 Secure communication

The protection relay supports encrypted communication service according to IEC
62351-3 in secure communication based on TLS encryption for WHMI and file
transfer. There is a dedicated parameter to enable secure communication service for
the FTP protocol on each network interface in the relay. If this parameter is set to
"Secure" in the relay, FTP requires TLS encryption support from the clients, which
means that the client must use FTPS only. PCM600 supports FTPS and is able to
download and upload configuration files in encrypted format from the relay. WHMI
must always be connected from a Web browser using the HTTPS protocol.

The parameter controlling the FTP and HTTPS communication is "On" by default. It
can be accessed via the HMI paths Configuration/Communication/Protocols/
Network1, Configuration/Communication/Protocols/Network2 and
Configuration/Communication/Protocols/HMI Port.

Table 11: Secure communication

Parameter Options Description
Communication/Protocols/
Network1/FTP

Off Denies FTP and FTPS

On Allows FTP and FTPS

Secure (Default) Allows FTPS only

Communication/Protocols/
Network2/FTP

Off Denies FTP and FTPS

On Allows FTP and FTPS

Secure (Default) Allows FTPS only

Communication/Protocols/HMI
Port/FTP

Off Denies FTP and FTPS

On Allows FTP and FTPS

Secure (Default) Allows FTPS only

Communication/Protocols/
Network1/HTTPS

Off Denies HTTPS

On (Default) Allows HTTPS

Communication/Protocols/
Network2/HTTPS

Off Denies HTTPS

On (Default) Allows HTTPS

DNP3 and IEC 60870-5-104 communication protocols can be configured to use
secure authentication or secure authentication with TLS encryption. The secure
communication enabling parameters can be accessed via Configuration/
Communication/Protocols/Secure IEC104 (n)/General/Protocol Sec Mode for
IEC 60870-5-104 and Configuration/Communication/Protocols/SDNP3.0 (n)/
General/Protocol Sec Mode for DNP3.
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Table 12: Secure authentication

Parameter Options Description
Configuration\Communication
\Protocols\SDNP3.0 (n)
\General\Protocol Sec Mode

Off (Default) Non-secure DNP3
communication

App. authentication Enables application layer end-
to-end cryptographic
authentication

TLS and appl.auth Enables application layer end-
to-end cryptographic
authentication and TLS

Configuration\Communication
\Protocols\Secure IEC104 (n)
\General\Protocol Sec Mode

Off (Default) Non-secure IEC 60870-5-104
communication

App. authentication Enables application layer end-
to-end cryptographic
authentication

TLS and appl.auth Enables application layer end-
to-end cryptographic
authentication and TLS

See the communication protocol manuals for more information on
how to configure secure communication over IEC 60870-5-104 and
DNP3.

Shortcut menu setting FTP Mode (see Figure 5) specifies the FTP security mode in
which PCM600 tries to communicate with the IED. The default mode is always FTPS.
With the FTPS option, Security Mode is set to "Automatic". With the FTP option,
Security Mode is set to "None". If the IED has been configured to use the secure mode
(see Table 11) and PCM600 nonsecure, the connection is automatically tried with
secure mode.
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Figure 5: FTP Mode setting

IEC 61850 MMS and Modbus protocols are not secure as such. If
these protocols are used, eavesdroppers on the local substation
network are able to understand the communication exchange
happening with the protection relay.

It is recommended to connect to the local substation network via a
VPN tunnel when accessing the protection relay from the untrusted
network if a secure communication protocol is not used. This ensures
that the communication with the protection relay is encrypted and not
understandable outside the local substation network.
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3.4.1 Certificate handling

The secure protocols in the protection relay use public key certificates for encryption
and secure identification. These certificates bind together a public key with an
identity, that is, information such as the name of an organization, their address and so
on. The server certificate used by the protection relay when delivered from the factory
is generated by the relay itself as a self-signed certificate and not issued by any
certification authority (CA).

Certificates use encryption to provide secure communication over the network. An X.
509 certificate and an RSA key pair with a key length of 1024 or 2048 bits is used by
the protection relay. It is strongly recommended to set the key size to 2048 bits. The
RSA key stored in the certificate is used to establish secure communication.

The certificate is used to verify that a public key belongs to an identity. In case of
secure communication, the protection relay presents the certificate to the party with
whom secure communication needs to be established giving the public key and the
identity of the relay. The public key is one part of an asymmetric key algorithm in
which one key is used to encrypt message and another key is used to decrypt it. The
public-private key pair (asymmetric key) is used to exchange the symmetric key,
which is used to encrypt and decrypt the data that is exchanged between server and
client.

Messages encrypted with the public key can only be decrypted with the other part of
the algorithm, the private key. Public and private keys are related mathematically and
represent a cryptographic key pair. The private key is kept secret and stored safely in
the protection relay, while the public key may be widely distributed.

The protection relay certificate has to be manually trusted in a separate dialog box
when self-signed certificates or manually generated external certificates are used.
Once this is done, the certificate is trusted in the communication between the relay and
PCM600. For example, when the WHMI is used, the certificate signed by the
protection relay must be accepted in the Web browser when opening the connection
to WHMI. This is not required in the case of CA-signed certificates automatically
generated and updated in the protection relay as part of the public key infrastructure.

3.4.1.1 Public key infrastructure

Public key infrastructure (PKI) is a framework that consists of secure policies,
encryption mechanisms and applications that generate, store, and manage keys. PKI
also provides procedures to generate, distribute, and use keys and certificates. PKI
provides a mechanism to publish the public keys that are part of public key
cryptography.

3.4.1.2 Certification authority

The certification authority (CA) is a trusted third party that authenticates entities
taking part in an electronic transaction. To authenticate an entity, the CA issues a
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digital certificate. This certificate is a digital document that establishes the credentials
of the entities participating in a transaction.

The digital certificates issued by CAs contain information, such as the name of the
subscriber, the public and the private key of the subscriber, and the issuing CAs public
key.

The CA uses its own procedures to validate certificate requests. These procedures
depend on an organization policy and the infrastructure available to validate the
request. If the request is validated, the CA issues the certificate.

Server authentication is based on the server's authentication certificate. Clients can
identify the server by its certificate and can choose to communicate with authenticated
servers.

3.4.1.3 Registration authority

Registration authority (RA) is an authority in a network that verifies the user requests
for a digital certificate and tells the certificate authority to issue it. RAs are part of a
public key infrastructure.

3.4.1.4 Certificate generation

The device certificate used by the protection relay can be generated in three ways: self-
signed certificate, manual external certificate update or automatic external certificate
update (PKI).

Self-signed certificate
The self-signed certificate is generated by the relay itself when the relay is started for
the first time and no other certificates are already present in the relay. This acts as a
factory default certificate to support secure communication. The validity for self-
signed certificates is 50 years. This self-signed X.509 certificate uses an RSA key pair
with a key length of 2048 bits.

Manual external certificate update
The certificate can be generated from SDM600 or other third-party PKI infrastructure
and imported to the protection relay using the Import and Write certificates
functionality of Account Management in PCM600. This also overwrites any existing
certificates in the relay. The format of the certificates is PKCS#12. The key length of
the RSA key pair can be selected in the SDM600 tool. The recommended key length
is 2048 bits.
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Figure 6: Manual external certificate update from SDM600 to the protection relay

Automatic external certificate update (PKI)
The certificate is automatically generated from the CA server and signed by CA as
soon as the CA server is online and IED Key Management has been configured in
Account Management in PCM600. This certificate overwrites any existing
certificates in the relay.

This mechanism uses the PKI framework according to the IEC 62351-9 standard. CA
and RA servers should be set up in the network. The CA and RA can be in the same
server.
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Two aspects of certificate management are covered in the protection relay:

• Certificate enrollment: The relay requests the server certificate from the CA
server for the first time.

• Certificate renewal: The renewal process begins 60 days before the certificate
expires. During this time, a certificate renewal request is attempted every 24
hours if the server is not online.

In both cases, the protection relay first sends a certificate request to the RA server
which verifies this certificate request and asks the CA server to issue the certificate to
the relay.

The key length of the RSA key pair can be selected in Account Management in
PCM600. The recommended key length is 2048 bits.

Control center Certification authority server

Substation 1 Substation 2
Substation networkSubstation network

Control center network
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Figure 7: Example of setting up a PKI framework

For the protection relay to automatically obtain and handle renewal of the CA-signed
device certificate, the PKIGSAL1 component needs to be instantiated in Application
Configuration in PCM600 and the following parameters need to be configured in the
IED Key Management section of Account Management in PCM600 and written into
the protection relay.
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Table 13: Configuring PKI

Parameter Options Description
PKI Enabled Makes the protection relay

automatically obtain and renew
the CA-signed certificate

Disabled (default) Certificates need to be manually
updated in the protection relay

Server IP address User-entered value IP address of the RA server

Server address User-entered value The full URL of the RA server

Port number User-entered value Port number to be used in the
RA server

Thumbprint User-entered value Needs to be the same as
Thumbprint generated in the CA
server – it needs to be copied
from the CA server and entered
here by the person configuring
the certificates for the protection
relay

Name User-entered value Name of the CA

Server response timeout (s) User-entered value How long the CA server waits for
the protection relay's response
before timing out

Key length 1024 Key length of 1024 bits is used
for encryption/decryption

2048 (default) Key length of 2048 bits is used
for encryption/decryption -
recommended

Enrollment password User-entered value This needs to be the same as
the enrollment password
generated in the CA server – it
needs to be copied from the CA
server and entered here by the
person configuring the
certificates for the protection
relay

The certificates can be deleted from the protection relay by disabling the PKI in IED
Key Management tool. The relay generates a new self-signed certificate to replace the
signed certificates in use.

3.5 Time synchronization

Time synchronization is a key element of cybersecurity as many functions depend on
correct standard time. Time is essential for certificate expiration and renewal and
security logging.

The protection relay uses UTC time to provide a temporal order among a set of events.
However, timestamps may be presented in a time zone and optionally adjusted by
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daylight saving time. As events are stored and transferred with UTC timestamps,
changing time zone or DST settings always presents them correctly.

To maintain correct time in the real-time clock, a time synchronization method is
required. A time server must obtain the time from a trusted source of time, traceable
to a standard time source, an atomic clock. Time master supervision function shall be
deployed or an event shall be used to supervise that time synchronization is able to
receive time from the time server. Time server redundancy is recommended.

The PTP time synchronization method has an additional benefit enabling devices to
synchronize each other. Thus, if the time server with reference time source is lost, rest
of the devices start drifting as a team. However, this is acceptable only for a short
holdover time period and must not be used as a permanent setup. When assessing
order of events among the team of protection relays, it is still an advantage if
timestamps can be compared across the devices. The device with the best local
oscillator shall be elected by the BMC algorithm as the grandmaster for the team
which can be prioritized with the PTP priority 2 setting.

Ethernet protocol-based time synchronization methods are not secure protocols; only
IRIG-B as a physically separate signal is considered secure. The time server for
Ethernet synchronization methods shall reside on a local LAN.
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Section 4 User management

4.1 Local user account management

The user account management and role-based access control in the protection relay
have been handled as specified in IEC 62351-8.

Four factory default user accounts have been predefined each with different rights and
default passwords. The roles for these four user accounts are the same as the username.

• VIEWER
• OPERATOR
• ENGINEER
• ADMINISTRATOR

The default passwords in the protection relay delivered from the factory can be
changed with Administrator user rights or by the users themselves. Relay user
passwords can be changed using the LHMI or IED Users in PCM600.

In addition to the default user accounts, eight predefined roles can be assigned to users
(including the default roles described above). It is required to login as an
Administrator in PCM600 to be able to add custom roles and map them to user rights.

Each protection relay supports 20 roles and 50 user accounts. All roles except
ADMINISTRATOR can be modified and each role can have up to 10 rights. Each user
account except ADMINISTRATOR can be mapped to a maximum of five roles.

IED Users in PCM600 is used to manage the local user accounts.

• User accounts can be created under any role.
• Only Administrator can create user accounts and update the roles-to-rights

mapping.
• Administrator needs to share the default password generated for the user account

by the tool with the users and recommend the user to change the password.
• The password of the user accounts can be changed by the users themselves from

here or from LHMI.
• Administrator can reset the passwords of the users.

The user account information is then written to the protection relay from IED Users in
PCM600. The user account information is securely maintained in a local database in
the protection relay.
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Any user logging into the protection relay from LHMI, WHMI (HTTPS) or PCM600
(FTPS and MMS) is authenticated based on the user account information and the
rights of this user depend on the rights configured for the role of that user.

Table 14: Description of default user roles

Role Description
VIEWER Can be used to view which objects are present

within the logical device

SECAUD Can be used for record handling and to view audit
logs

OPERATOR Can be used to view which objects are present
within the logical device as well as to perform
control operations such as opening or closing the
circuit breaker

INSTALLER Can be used to view which objects are present
within the logical device as well as to write files and
configure the server locally or remotely

ENGINEER Can be used to view which objects are present
within the logical device as well as to make
parameter setting and configuration changes in
addition to having full access to the data sets and
files

RBACMNT Can be used to manage the roles-to-rights
mapping

SECADM Can be used to perform security management
such as roles-to-rights mapping and to change
security settings such as certificates for subject
authentication

ADMINISTRATOR Superset of all the roles

Table 15 describes the default mapping of all the user rights associated with all the
roles in the protection relay. This mapping can be modified according to the user
requirements.

Table 15: Default roles-to-rights mapping

Possible user
actions/Rights

VIEWER SECAUD OPERATOR INSTALLER ENGINEER RBACMNT SECADM ADMINISTRA
TOR

Configuratio
n and
Setting
Change

No No No Yes Yes No No Yes

Control
Operations

No No Yes No Yes No No Yes

User
Managemen
t

No Yes No No No Yes Yes Yes

Security
Managemen
t

No Yes No No No No Yes Yes

Test Mode No No No No Yes No No Yes

Table continues on next page
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Possible user
actions/Rights

VIEWER SECAUD OPERATOR INSTALLER ENGINEER RBACMNT SECADM ADMINISTRA
TOR

Record
Handing

No Yes No Yes Yes No Yes Yes

System
update

No No No No Yes No Yes Yes

Alarm List No Yes Yes No No No Yes Yes

Basic
Monitoring

Yes Yes Yes Yes Yes Yes Yes Yes

Local HMI
advanced

No Yes Yes Yes Yes Yes No Yes

Local HMI
Basic

Yes No No No No No Yes No

The permissions and rights mentioned in the IEC 62351-8 standard
are covered directly or by a combination of the rights mentioned in
Table 15.

User account information can be exported from IED Users in PCM600 to an encrypted
file which can then be imported into another protection relay.

User authorization is disabled by default for the LHMI and can be
enabled with the Local override parameter via the menu path
Configuration/Authorization/Passwords. WHMI always requires
authentication. Changes in user management settings do not cause the
protection relay to reboot. The changes are taken into use immediately
after committing the changed settings on the menu root level. When
the Local override parameter is enabled, the Local User Account
Management comes into use unless Central Account Management is
enabled

If the Remote override parameter from the Configuration/Authorization/
Passwords menu has been disabled, all MMS communication (like communication
with SCADA) requires authentication using the correct password. Remote override is
enabled by default. Remote override does not impact FTP/FTPS clients like PCM600
and HTTPS clients like WHMI. Username and password are always required for
communication with the relay over FTP/FTPS and HTTPS protocols.

If the PCM600 authentication has been enabled in PCM600 System
Settings, a relay user can be linked to the current PCM600 user by
selecting the Remember me check box in the Login dialog. After
that, the user credentials are no longer asked at tool communication as
logging in PCM600 also provides the authentication credentials to the
protection relay.
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The Administrator user shall not be allowed to delete the last
ADMINISTRATOR user and itself.
FTP/FTPS logins are done by entering the username and password;
there is no role selection required. The highest role for the username
is automatically selected by the protection relay.
Performing the Restore Factory settings operation in IED Users in
PCM600 restores user accounts to the factory user accounts.
The read rights in the roles-to-rights role mapping can be disabled but
the read rights are always restored when the roles are read from the
protection relay in the Roles to Rights mapping section of IED Users
or Account Management Tool in PCM600.

4.1.1 Password policies

Passwords are settable for user accounts in all roles. Only the following characters are
accepted.

• Numbers 0-9
• Letters a-z, A-Z
• Space
• Special characters !"#%&'()*+´-./:;<=>?@[\]^_`{|}~

By default, the password policies in the protection relay are as follows:

• Minimum password length: 6
• Maximum password length: 20
• Minimum uppercase characters: 0
• Minimum numeric: 0
• Minimum special characters: 0

The protection relays are delivered from the factory with default passwords. It is
required to change the default passwords.

Table 16: Predefined users, their passwords and roles

Username Password Predefined role
VIEWER remote0001 VIEWER

OPERATOR remote0002 OPERATOR

ENGINEER remote0003 ENGINEER

ADMINISTRATOR remote0004 ADMINISTRATOR

The following enforcing rules of the password policies can be customized in IED
Users in PCM600.
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• Option of enabling or disabling password policies (disabling sets default policies
as described above)

• Minimum password length
• Use of uppercase characters
• Use of lowercase characters
• Use of numbers
• Use of special characters

It is required to login as an Administrator in PCM600 in order to change the password
policies.

Each user can change their own password, but only Administrator can reset the
passwords of other users.

On Factory restore, factory default usernames, passwords and password policies are
restored.

User authorization is disabled by default and can be enabled via the
LHMI Configuration/Authorization/Passwords.

For user authorization for PCM600, see the PCM600 documentation.

Policy change and configuration is not allowed when the protection
relay is in offline mode in PCM600.

If the last ADMINISTRATOR password is lost, contact ABB's
technical customer support to retrieve the administrator level access.

4.2 Central account management

The user accounts and roles can be created and authenticated centrally in a central
account management (CAM) server using the LDAP protocol as specified in IEC
62351-8. CAM can be activated in the protection relay from Account Management in
PCM600 or LHMI.

A CAM server can be a tool such as SDM600 or it can be an Active Directory (AD)
server such as Windows AD. There can also be a secondary/redundant CAM server
configured which can act as a backup CAM server if the primary CAM server is not
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accessible. Normal CAM servers like SDM600 and AD server use the LDAP protocol
for central authentication.

The protection relay is the CAM client. It can maintain its own replica database of the
user accounts and roles configured in the CAM server. This CAM replica database
acts as a backup authentication mechanism if both CAM servers (primary and
secondary) are not accessible from the protection relay.

Each protection relay supports 20 roles and 50 user accounts in the CAM replica
database. Each user account can be mapped to a maximum of five roles.

In CAM servers, the “Role” term is used for SDM600 and the “Group”
term is used when an Active Directory (AD) server acts as CAM
server. The protection relay internally views the groups as roles.

4.2.1 Central account management server

The central account management (CAM) server is maintained by the central
Administrator who manages the user accounts. The CAM server is used to

• Create and maintain user accounts and role information
• Authenticate user accounts when the user logs in to the protection relay from the

LHMI or WHMI (HTTPS protocol) or PCM600 (FTPS protocol)
• Allow relays to replicate the user account information in the protection relay:

when the protection relay requests the replication from the CAM server, it
presents its device certificate which is updated.

• Force password change for users logging in to the protection relay for the first
time and when password is expired

If the AD server is configured as the CAM server, the password expiry
needs to be handled at the system level by the Administrator. Expired
passwords cannot be changed from the protection relay's LHMI or
WHMI if an AD server is configured as the CAM server.

4.2.2 CAM client - protection relay

4.2.2.1 Central account management configuration in protection relay

Central account management (CAM) can be configured in the protection relay in two
ways once user accounts and roles or groups are created in the CAM server.
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Common step for a system with any CAM server
The CAM configuration can be manually updated in Account Management in
PCM600 and written to the protection relay for the protection relay to be able to
communicate with the CAM server.

Table 17: CAM server (SDM600 or Active Directory) parameters configured in Account
Management in PCM600

Parameter Options Description
Device CAM mode Enabled Authentication done from the

CAM server

Disabled (Default) Authentication done from the
local user account management
database

LDAP Server 1 User-entered value IP address of CAM server 1

LDAP Server 2 User-entered value IP address of CAM server 2

Base DN User-entered value Base DN for the CAM server

SDM600 Configuration Enabled CAM server is SDM600

Disabled (Default) CAM server is AD server

Replication Group User-entered value Determines which users need to
be replicated in the protection
relay (not applicable if an Active
Directory server acts as CAM
server)

Replication interval User-entered value Determines how often the
replication takes place

SDM600 specific
The SDM600 configuration option shown in Table 15 should be enabled to configure
SDM600 as the CAM server. The CAM configuration information can be exported
from the CAM server and imported into Account Management in PCM600. This is
available as an SDM600 configuration bundle. This bundle contains the CAM
configuration enabling the protection relay to communicate with the CAM server
once written to the protection relay which acts as the CAM client. The CAM
configuration can also be changed by the user in Account Management in PCM600
after importing it.

The SDM600 configuration bundle also contains the certificate
generated on SDM600 (not CA-signed) which is also written to the
protection relay.

The roles-to-rights mapping should then be done in Account Management in PCM600
and written to the protection relay. The parameters Enable CAM, IP address of CAM
server 1, IP address of CAM server 2 and replication interval can also be updated in
the LHMI menu from Configuration/Authorization/CAM.

While writing the CAM configuration to the protection relay, a dialog (“Please
provide the valid CAM credentials for test connection”) is displayed for entering a
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username and password of a valid user created in the CAM server. This is required to
test the connection to CAM server from the protection relay and to set the protection
relay to CAM mode. In case the credentials are wrong, the CAM mode in the
protection relay is not enabled.

Do not confuse the dialog for username and password while writing
CAM configuration from the Account Management Tool in PCM600
with the username and password required to make changes in the
Account Management Tool in PCM600.

4.2.2.2 Central account management monitoring in protection relay

The following information is displayed in the LHMI under Monitoring/IED
Status/CAM for easy identification of the authentication mechanism used in the
protection relay and its status.

• UAM mode
• "Central" denotes that authentication happens from the CAM server.
• "Local" denotes that authentication happens from local user account

management.
• CAM server 1: Displays the status of the primary CAM server, whether it is

online or offline
• CAM server 2: Displays the status of the secondary/redundant CAM server,

whether it is online or offline
• Replication:

• "Good" denotes that the last replication was successful and that the CAM
replica database in the protection relay matches the user account
information in the CAM server (only applicable when the CAM server is
SDM600).

• "Pending" denotes that replication has not yet occurred (only applicable
when the CAM server is SDM600).

• "N.A." denotes that replication is not applicable. As the AD server does not
support replication, this is the case when the CAM server is an AD server.

• Last update: Date and time of the last update of the CAM replica database in the
protection relay (only applicable when the CAM server is SDM600)

4.2.3 Authentication in central account management mode

This chapter describes the authentication mechanism when the protection relay is in
the central account management (CAM) mode.

• Once the CAM configuration is written to the protection relay, users logging in to
the protection relay from LHMI, WHMI (HTTPS protocol) or PCM600 (FTPS
protocol) are authenticated by the CAM server.

• When logging in for the first time from the WHMI or LHMI after the user account
is created, the CAM server forces the user to change password. In case the AD
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server is used as a CAM server, it is however not possible to change the password
from the WHMI or LHMI. It is recommended to disable the option in the AD
server which forces the password change when logging in for the first time.

• In order for CAM to get activated when SDM600 is used as a CAM server, the
first connection to the CAM server with replication should be successful.
Otherwise the authentication mechanism reverts to using the local user account
management.
• Based on the replication interval configured, the protection relay replicates

the user account information of the replication group configured in the
CAM replica database locally inside the relay.

• In order for CAM to get activated when an AD server is used as a CAM server,
the test for CAM connection by using the username and password supplied when
writing the CAM configuration should be successful. Otherwise the
authentication mechanism reverts to using the local user account management.
• The protection relay stores the user account information for every

successful login with the AD server in a cache since the AD server does not
support replication. Up to 50 encrypted and securely stored user account
records can be stored in the protection relay.

• When the CAM server goes offline, for example, due to network issues and the
backup CAM server is also unavailable or the protection relay is offline, user
authentication is done either from the local CAM replica database when SDM600
is used as the CAM server or from the local AD cache when the AD server is used
as the CAM server.

• The protection relay communicates securely with the CAM server using
certificates for secure communication. Communication with CAM servers
happens over secure LDAP protocol over TLS.

• A user account is locked out for 30 seconds after five unsuccessful login attempts.
An audit trail event is logged to record this.

SDM600 does not allow creation of new roles but has an already
defined list of roles; new user accounts can be created under any of
these roles.

MMS authentication does not work when the CAM mode is enabled
in the relay because the IEC 61850 MMS protocol does not support
username and role for login.

Password change is possible only when the CAM server is online and
the changes made in the LHMI are also reflected in the CAM server.
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The password policies for CAM depend on the CAM server.

When the protection relay is in the CAM mode and an AD server is
acting as the CAM server, the “Full name” configured in the AD
server should be used as the username when logging into the
protection relay.

In case CAM with AD has been configured in the protection relay, a
user with ADMINITRATOR privileges can delete any user
credentials stored in the protection relay's cache by navigating via
LHMI or WHMI to Configuration/Authorization/CAM/Clear AD
userlist.

4.2.3.1 Creating a one-time password

If the ADMINISTRATOR password is lost and there is no user account available to
be used for logging into the protection relay, a one-time password can be generated.

1. Connect a computer to the HMI port of the protection relay.
2. Open a Web browser and go to https://192.168.0.254/OTP.html.
3. Forward the displayed OTP related information to ABB's technical customer

support to receive a one-time password.
4. Reset the ADMINISTRATOR password.

4.1. Open https://192.168.0.254/OTP.html.
4.2. Type the ADMINISTRATOR username with capital letters.
4.3. Type the one-time password.
4.4. Click Reset.

Once the OTP is used to reset the protections relays' user accounts
(that is, the user accounts are reverted to factory defaults), the
previous Local User Account Management/CAM configuration is
lost and needs to be reconfigured from the Account Management Tool
in PCM600.

4.2.4 User account creation and authentication

When a new user account is created in the central account management (CAM) server
and the relay is configured so that authentication happens from the CAM server,
several steps are needed to complete the user configuration. See the engineering
manual for a detailed description and screenshots.
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• The user account is created and the user is mapped to roles in SDM600.
• The replication groups and password policies are configured in SDM600.
• The roles are mapped to rights and the CAM configuration package is generated

in SDM600.
• The CAM configuration package is imported as a configuration bundle in

Account Management in PCM600.
• The CAM configuration is written to the protection relays.

The configuration details can be edited in Account Management in
PCM600 at any time and written to the relay.

The user logging into the protection relay is authenticated by the primary or secondary
CAM server; if the CAM server is not available, the user is authenticated from the
CAM replica database. At the first login, the CAM server forces the user to set a
password.

4.2.5 Central account management and certificates

The protection relay can obtain and renew the device certificate automatically by
enabling and configuring the PKI parameters in the protection relay. CAM can be
configured to work with a CAM server like SDM600 or an AD server.

Table 18: CAM servers and supported device certificates

Mechanism for device
certificate generation

CAM server
SDM600 Generic CAM server AD server

Self-signed certificate x x x

Manual external
certificate x x x

Automatic external
certificate (PKI) - x x

In the protection relays using the PKI certificate as device certificate
where SDM600 is configured as the CAM server, CAM will be
supported in future versions of SDM600.

4.3 Local user account management and central account
management

The choice of the user management mechanism is up to what the system user wants.
Central account management has a lot of benefits over local user account
management.
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• Authentication of the protection relays configured for central account
management (CAM) happens from a central server.

• User accounts and role information can be centrally created and maintained – this
means that changing existing user accounts is easy and needs to be done only on
one server.

• User accounts can be configured in multiple protection relays at the same time.
• Password change handing is straightforward.
• Backup CAM servers can be configured if the primary CAM server is down.
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Section 5 Security logging

5.1 Audit trail

The protection relay offers a large set of event-logging functions. Critical system and
protection relay security-related events are logged to a separate nonvolatile audit trail
for the administrator.

Audit trail is a chronological record of system activities that allows the reconstruction
and examination of the sequence of system and security-related events and changes in
the protection relay. Both audit trail events and process-related events can be
examined and analyzed in a consistent method with the help of Event List in LHMI
and WHMI and Event Viewer in PCM600.

The protection relay stores 2048 audit trail events to the nonvolatile audit trail.
Additionally, 1024 process events are stored in a nonvolatile event list. Both the audit
trail and the event list work according to the FIFO principle. The nonvolatile memory
does not need battery backup nor regular component change to maintain the memory
storage.

Audit trail events related to user activity are defined according to the IEEE 1686
standard. The logging is based on predefined user names and roles. The user audit trail
events are accessible with IEC 61850-8-1, PCM600, LHMI and WHMI.

Audit trail events can be classified based on the severity as security events or alarms.

Table 19: Audit trail events and their severity

Event ID  Description Severity
1110 Log-in successful Event

1130 Log-in failed - Wrong credentials Event

1140 Log-in failed - Wrong password Event

1190 User Locked - Wrong Credentials Event

1210 Log-out (user logged out) Event

1220 Log-out by user inactivity (timeout) Event

1330 Setting change Event

1370 Viewed Security Event logs successfully}, Event

1380 Parameter changed successfully Event

1460 Parameter change failed - no rights Alarm

1470 Parameter change failed - out of range Event

1520 Software updated successfully Event

1610 Device software update failed Event

Table continues on next page
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Event ID  Description Severity
1730 Admin password reset to factory default Alarm

2110 User account created successfully Event

2120 User account deleted successfully Event

2180 New role created successfully Event

2190 Role deleted successfully Event

2210 User password changed successfully Event

2220 Change of user password failed Event

5110 Manual Reset Event

5120 Reset trips Event

5270 System startup Alarm

6110 Test Mode started successfully Event

6120 Test Mode ended successfully Event

6130 Control operation performed  successfully}, Event

6220 Source time sync operation successful Event

6320 Source time sync operation failed Event

7310 Hardware change detected Alarm

8020 Date and time set successfully Event

8070 System restore performed successfully Event

9010 Flooding attack detected Alarm

13200 Configuration transferred to the device successfully Event

13210 Configuration transfer to the device started Event

13400 Firmware transferred to the device successfully Event

13520 Certificates transferred to the device successfully Event

14200 Failed to transfer configuration to the device Event

14400 Download/Writing firmware failed Event

14520 Failed to transfer certificates to the device Event

20001 Secure Authentication Unexpected message Event

20003 Secure Authentication Session key negotiation failed Alarm

20006 Secure Authentication Update key negotiation failed Alarm

20011 Secure Authentication Error message received Event

20012 Secure Authentication Error message sent Event

20100 Secure Authentication Authorization failed Event

20101 Secure Authentication Authentication failed Event

20102 Secure Authentication Session rekey authn failures Alarm

PCM600 Event Viewer can be used to view the audit trail events and process-related
events. Audit trail events are visible through a dedicated Security events view. Since
only the administrator has the right to read audit trail, authorization must be used in
PCM600. The audit trail cannot be reset, but PCM600 Event Viewer can filter data.
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5.2 Central Activity Logging

The audit trail events can be reported from the relay to a Central Activity Logging
(CAL) server in Syslog format. The relay is the CAL client and it sends the events to
a CAL server which can be SDM600 or any other tool capable of handling the Syslog
format.

There can be a maximum of two CAL servers connected to the protection relay at any
time. To enable logging of the audit trail events to a Syslog server, the User Activity
Logging feature needs to be enabled in the protection relay and parameters need to be
set for each UAL server where it is required to send the audit trail events.

Table 20: Configuring Central Activity Logging

Parameter Options Description
Enable UAL Enable Enables user activity logging at

the CAL server

Disable (Default) Disables user activity logging at
the CAL server

Server IP User-entered value IP address of the CAL server

Communication type UDP (Default) Uses UDP for communication
with the CAL server

TCP Uses TCP for communication
with the CAL server

Communication port 514 (Default) Port used for UDP

1468 Port used for TCP

This can be done in Configuration/User Activity Log from LHMI, WHMI or
Parameter Setting in PCM600. The CAL server also needs to be configured with the
details of the relay.

• Port number: Same as the port number set in the relay
• IP address: IP address of the relay from which the CAL server receives the log

events

The events logged into the Syslog server have the following information:

• Date and time when the event occurred
• Event ID: Each event has a unique security ID
• Serial number (SOE number): This is a sequential number which indicates the

sequence of occurrence of the event
• User and role name: The user who performed the event and the role associated

with that user
• Severity: Whether it is a security event or alert
• Extra Info: Contains additional useful information about the event
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If an event occurs while communication with the CAL server is
inaccessible, the events are not retransmitted. In this case, use Event
Viewer in PCM600 to read out the activity logging from the protection
relay.

The protection relay supports Syslog version 1.
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Section 6 Using the HMI

6.1 Using local HMI

To use the LHMI, logging in and authorization are required. Password authorization
is disabled by default for a paired LHMI and can be enabled via the LHMI.

To enable password authorization, select Configuration/
Authorization/Passwords. Set the parameter Local override to
"False".

6.1.1 Connecting local HMI

• Connect the HMI to the protection relay via the HMI port and provide the IP
address of the protection relay's HMI port.

GUID-9B6EF2B9-F5A5-4BE3-98A2-2B13C825AFFE V2 EN

Figure 8: Setting the relay's IP address

A dialog box opens asking if the relay connection is trusted.
• Verify the certificate details and click Trust this Relay.
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GUID-ED426663-BDA4-4B01-A857-429FD3EB6793 V2 EN

Figure 9: Verifying the certificate details

6.1.2 Logging in

1. Once the LHMI is connected to the relay, tap the LOGIN icon on the menu bar.

GUID-BD6B06BD-220C-4A17-B0B5-414044DDEEA8 V2 EN

Figure 10: Logging into local HMI

2. Provide the username and password in the dialog box.

Keep the SHIFT key pressed for two seconds to switch from
typing in lowercase to typing in uppercase, and vice versa.
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GUID-347ED860-82CC-4D39-ADAD-9A91ECAE006B V2 EN

Figure 11: Providing the user credentials

The user is logged into the protection relay and the username is displayed on the
menu bar of the LHMI.

GUID-CFBB72FE-164D-4C88-B802-587159AC3E6A V2 EN

Figure 12: Logged in user

If logging in fails because all sessions are used, an error message is shown on the
login page.
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GUID-639159B7-5342-4F50-8E93-50AA87187F3D V1 EN

Figure 13: Local HMI error message

6.1.3 Logging out

1. Tap the username on the menu bar.
2. Tap Log out.

GUID-451F8864-473A-4032-B374-EA56D822C709 V2 EN

Figure 14: Logging out

Changing the password causes immediate logout.
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If the LHMI and the protection relay have not been paired and there is
no user activity for the duration set in Configuration/Web HMI
timeout, the LHMI session is logged out. By default, the timeout
duration is three minutes.

6.1.4 Pairing HMI with protection relay

It is possible to work with the LHMI by connecting the LHMI to the protection relay
and then logging in without pairing the LHMI and the protection relay. In this case, the
LHMI acts as a remote client: the user privileges are similar to those of the Web HMI
and operations, such as control operations, are restricted.

If the LHMI and the protection relay are paired, the LHMI acts as a local client: all
operations allowed for an LHMI are allowed in the protection relay, which recognizes
the LHMI as a local client in all subsequent connections.

To use the LHMI, logging in and authorization are required. Password
authorization is disabled by default and can be enabled via the LHMI.
To enable password authorization, select Configuration/
Authorization/Passwords. Set the parameter Local override to
"False".

1. Connect the LHMI to the protection relay and log in to the protection relay in the
LHMI.

2. Tap the menu option in the top right corner of the LHMI and tap Pair With
Relay.

GUID-E1EB152D-3016-4FBB-BEDE-926202C61FC8 V1 EN

Figure 15: Pairing the LHMI with the relay
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A dialog box opens to confirm pairing the LHMI with the protection relay.

GUID-4BB503D5-156C-4298-B4FB-ACD704688A02 V2 EN

Figure 16: Confirming LHMI pairing with the protection relay (after login)

The LHMI also automatically asks for pairing once the LHMI is connected to the
protection relay. The Pair option is available if the user is logged in to the
protection relay in the LHMI.
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GUID-7C5726E9-F47F-46C4-97E0-EA8E98738BB6 V2 EN

Figure 17: Pairing the LHMI with the protection relay (without login)

6.2 Using Web HMI

6.2.1 Connecting to Web HMI

Connection to WHMI can be established using different communication card ports or
the LHMI service port. WHMI is disabled by default and can be enabled with a setting
parameter. As only secure communication is supported for the WHMI, it must be
accessed from a Web browser using the HTTPS protocol. Three simultaneous LHMI
and WHMI sessions are supported.

1. To enable the WHMI, select Configuration/HMI/Web HMI mode and set the
parameter to "On".

2. Reboot the relay for the change to take effect.
3. Log in with the proper user rights to use the WHMI.

If the WHMI is accessed through the LHMI service port, use the corresponding
IP address of the relay communication port. The IP address can be obtained via
the Engineer pages. Tap the relay's name on the LHMI menu bar to open the
Relay address dialog box.
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To establish a remote WHMI connection to the protection relay,
contact the network administrator to check the company rules
for IP and remote connections.

HTTPS is enabled for all ports by default. To disable the HTTPS
for station ports, select Communication/Protocols/Network1/
HTTPS or Communication/Protocols/Network2/HTTPS
and set the parameter to "Off". HTTPS is always enabled for the
X0/HMI port.

The WHMI write access can be limited with the parameter
HTTPS write access in Configuration/Authorization/
Network1 or Configuration/Authorization/Network2.

Disable the Web browser proxy settings or make an exception to
the proxy rules to allow the protection relay's WHMI
connection, for example, by including the relay's IP address in
Internet Options/Connections/LAN Settings/Advanced/
Exceptions.

6.2.2 Logging in

1. Open a Web browser.
2. Type the protection relay's IP address in the address bar and press ENTER.
3. Type the username.
4. Type the password.
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GUID-3073C31F-B502-46D0-B4C5-CC1F6BA36992 V1 EN

Figure 18: Entering username and password to use the Web HMI

If logging in fails because all sessions are used, an error message is shown on the
login page.

GUID-0753822C-8EB6-464F-92C6-CD9044B4F4C3 V1 EN

Figure 19: Web HMI error message

5. Select the role if an additional view opens.
This view opens if there are several user roles configured.
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GUID-FA4BF888-E17C-474F-904B-FC270EC3F77D V1 EN

Figure 20: Selecting user role

The progress indicator is displayed until the WHMI opens and the dashboard
view is shown.

It is recommended to disable the auto-complete feature, which is
usually enabled by default, in the Web browser to prevent the
usernames and passwords from being stored in the browser's cache.

6.2.3 Logging out

The user is logged out after a session timeout. The timeout can be set in
Configuration/HMI/HMI timeout.

• To log out manually, click  on the menu bar.

If password authorization is enabled (Local override is set to "False")
and there is no user activity for the duration set in
Configuration/HMI/HMI timeout, the LHMI session is logged out.
By default, the timeout duration is three minutes.
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Section 7 Protection of relay and system
configuration

7.1 Backup files

Backups are not directly part of the cyber security but they are important for speeding
up the recovery process, for example, in case of failure of the protection relay.
Backups need to be updated when there are changes in configuration.

7.1.1 Creating a backup from the relay configuration

1. Use the “Read from IED” function from the IED context menu in PCM600 to
back up the relay configuration.

User authorization is needed before using the tool.

2. Enter the user credentials if the default administrator password has been
changed.
Administrator or engineer credentials are needed for authorization.

7.1.2 Creating a backup from the PCM600 project

Backup from the PCM600 project is made by exporting the project.

1. On the File menu, click Open/Manage Project to open the project
management.

2. Select the project from the Currently available projects dialog box.
3. Right-click the project and select Export Project to open the Create target file

for the project export dialog box.
4. Browse the target location and type the name for the exported file.

All project related data is compressed and saved to one file, which is named and
located according to the definitions.
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7.2 Restoring factory settings

In case of configuration data loss or any other file system error that prevents the
protection relay from working properly, the whole file system can be restored to the
original factory state. All default settings and configuration files stored in the factory
are restored. Only the ADMINISTRATOR can restore the factory settings.

• Select Configuration/General/Factory setting to restore factory settings.

The protection relay restores the factory settings and restarts. Restoring takes 1...3
minutes.

Avoid unnecessary restoring of factory settings, because all the
parameter settings written to the relay will be overwritten with the
default values. During normal use, a sudden change of the settings can
cause a protection function to trip.

7.3 Restoring the administrator password

If authentication is enabled in the protection relay and the ADMINISTRATOR
password is lost, it is no longer possible to change passwords or operate the relay with
full access rights.

• Contact ABB technical customer support to retrieve back the administrator level
access to the protection relay. See Creating a one-time password.

7.4 Decommissioning

If the protection relay needs to be decommissioned, all sensitive information needs to
be deleted from the relay as well as from PCM600.

7.4.1 Deleting sensitive information from the protection relay

• Delete the device certificate from the Account Management Tool in PCM600 by
clicking the option of deleting the certificate.
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Only ADMINISTRATOR can delete the certificate.

• Delete the CA certificate from the Account Management Tool in PCM600 by
clicking the option of deleting the certificate if an external certificate has been
manually or automatically configured in the protection relay.

• Delete user credentials stored in the protection relay's cache via the LHMI or
WHMI path Configuration/Authorization/CAM/Clear AD userlist if CAM
with AD was configured in the protection relay.

Only ADMINISTRATOR can delete the user credentials.

• Delete the configuration and updated settings by using the factory restore
operation and revert the protection relay to the factory default.

• Delete disturbance records.
• In LHMI or WHMI, navigate to the Disturbance Records page via the

menu, select all disturbance records and delete them.
• In PCM600, open the Disturbance Handling tool and clear the disturbance

records. It is required to log in as a user whose role is mapped to the Record
handling right.

• Clear audit logs by performing the factory restore operation.
• Delete the PCM600 project and the PCM600 specific stored files.

1. Delete the disturbance records from the Disturbance Handling tool.
2. Delete the device certificates in PCM600 by opening the MMC.exe

application in Windows and navigating to Console Root/
Certificates – Current User/PCM Permanent Trust/
Certificates.

GUID-409169B9-4048-43FD-B48E-39A47940CB22 V1 EN

Figure 21: Deleting device certificates in PCM600
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Restoring factory settings deletes the device certificate, CA
certificate, Active Directory information cache, configuration and
settings, disturbance records and audit logs from the protection relay.

Section 7 1MRS759122 B
Protection of relay and system configuration

60 REX640
Cyber Security Deployment Guideline



Section 8 Standard compliance statement

8.1 Application standards

Cyber security issues have been subject to the standardization initiatives by ISA, IEEE
and IEC for some time and ABB is actively involved in all these organizations helping
to define and implement the cyber security standards for power and industrial control
systems.

Some of the most important cyber security standards for substation automation, such
as IEC 62351 and IEC 62443 (former ISA S99), are still under active development.
ABB is participating in the development by delegating subject matter experts to the
committees working on standards. Since the standards are still under development,
ABB strongly recommends using the existing common security measures as available
on the market, for example, VPN for secure Ethernet communication.

Table 21: Cyber security standards

Standard Main focus Status
NERC CIP v5 NERC CIP cyber security

regulation for North American
power utilities

Released, ongoing

IEC 62351 Data and communications
security

Partly released, ongoing

IEEE 1686 IEEE standard for substation
intelligent electronic devices
(IEDs) cyber security
capabilities

Finalized

ABB has identified cyber security as a key requirement and has developed a large
number of product features to support international cyber security standards such as
NERC-CIP and IEEE1686 as well as local activities like the German BDEW white
paper.

The two standards IEC 62351 and IEC 62443 are still under revision. Due to
interoperability reasons, ABB does not yet recommend the implementation of these
standards. Nevertheless, ABB considers these standards already today as a guideline
in implementing product features or system architectures.

1MRS759122 B Section 8
Standard compliance statement

REX640 61
Cyber Security Deployment Guideline



62



Section 9 Glossary

AD Active directory
CA Certification authority
CAL Central activity logging
CAM Centralized account management
DNP3 A distributed network protocol originally developed by

Westronic. The DNP3 Users Group has the ownership of
the protocol and assumes responsibility for its evolution.

DST Daylight-saving time
EMC Electromagnetic compatibility
Ethernet A standard for connecting a family of frame-based

computer networking technologies into a LAN
FIFO First in, first out
FTP File transfer protocol
FTPS FTP Secure
GOOSE Generic Object-Oriented Substation Event
HMI Human-machine interface
HSR High-availability seamless redundancy
HTTPS Hypertext Transfer Protocol Secure
IEC International Electrotechnical Commission
IEC 60870-5-104 Network access for IEC 60870-5-101
IEC 61850 International standard for substation communication and

modeling
IEC 61850-8-1 A communication protocol based on the IEC 61850

standard series
IEC 61850-9-2 A communication protocol based on the IEC 61850

standard series
IEC 61850-9-2 LE Lite Edition of IEC 61850-9-2 offering process bus

interface
IED Intelligent electronic device
IEEE Institute of Electrical and Electronics Engineers, Inc.
IEEE 1588 Standard for a Precision Clock Synchronization Protocol

for networked measurement and control systems
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IEEE 1686 Standard for Substation Intelligent Electronic Devices'
(IEDs') Cyber Security Capabilities

IRIG-B Inter-Range Instrumentation Group's time code format B
LAN Local area network
LC Connector type for glass fiber cable, IEC 61754-20
LHMI Local human-machine interface
MMS 1. Manufacturing message specification

2. Metering management system
Modbus A serial communication protocol developed by the

Modicon company in 1979. Originally used for
communication in PLCs and RTU devices.

NERC CIP North American Electric Reliability Corporation - Critical
Infrastructure Protection

OTP One-time password
PCM600 Protection and Control IED Manager
PKI Public key infrastructure
PRP Parallel redundancy protocol
PTP Precision Time Protocol
RA Registration authority
RIO600 Remote I/O unit
RJ-45 Galvanic connector type
SCADA Supervision, control and data acquisition
SDM600 A software solution for automatic management of service

and cyber security relevant data across substations
SMV Sampled measured values
SNTP Simple Network Time Protocol
SSH Secure shell
ST Connector type for glass fiber cable
TCP Transmission Control Protocol
TCP/IP Transmission Control Protocol/Internet Protocol
TLS Transport layer security
TP Disturbance data recorded with or without trip bit
UDP User datagram protocol
UTC Coordinated universal time
VPN Virtual Private Network
WHMI Web human-machine interface
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